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1. Introduction
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1.1. Opening Remarks

Actuaries and actuarial teams are seeing the value in new Al/ML techniques and are starting to utilise these techniques in the workplace.

However, actuaries tend to work in a highly regulated environment, but they may be struggling to find relevant
regulation and guidance that is detailed enough and keep up with all the technological advancements and new techniques.

« Additionally, as society evolves, the definition of fair may change, and this could necessitate dynamic guidelines.

IFOA’s charter notes that “the objects [of the IFOA] shall be, in the public interest”, with this being an implicit consideration underlying
the Actuaries Code; is there a need for public interest and fairness to be explicit in standards such as the Actuaries’ Code?

Published regulation (as per our research), does not seem to be detailed enough for the actuary to have clear guidance yet.

We formed a tfransregional industry group, with the aim of identifying the challenges actuaries are facing in managing Al risk, and
to make observations based on collated relevant industry and professional guidelines and regulation.

Our research is ever-evolving, just like technology:
+ We are aiming to start a discussion on the topic
+ We are discussing our findings with regulators and other professionals
+ We would like for industry professionals to comment

British Actuarial Journal (2024), Vol. 29, e6, pp. 1-52

doi:10.1017/81357321724000060 Institute
and Faculty

of Actuaries

Our research report, From Bias to Black Boxes: Understanding and CONTRIBUTED PAPER
managing the risks of Al — an actuarial perspective, is available online on ) ) ]
the British Actuarial Journal’s website (doi:10.1017/51357321724000060) From bias to black boxes: understanding and managing

the risks of Al - an actuarial perspective
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1.2. Example of Al use in Indusiry: FRC Report

Techniques being utilised

Figure 8 - number of survey respondents who reported using different techniques in

one or more area.
forecasting
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Figure 1: FRC reported usage of Al/ML techniquesin actuarial work

General Insurance and wider fields employ Al/ML the most
extensively, with Finance and Investments and Life Insurance
expecting a significant increase in the use of Al/ML.

Various Al/ML techniques are being utilised across the board
for different use cases

Additionally, most respondents in the FRC's 2023
benchmarking mentioned already using LLMs.

*  Most commonly reported use was helping
programmers write code or assisting novice
programmers with coding

«  Other common use included asking ChatGPT to
describe future tfrends and to produce summaries of
written code to help explain the code’s workings to
non-technical audiences.

« Others are trialing the use of a third party LLM to
process transcripts of customer complains

Some are developing their own LLMs by fine-tuning third-
party models to enable the models to respond to internal
policies and information

The use of LLMs seems to have led to productivity gains in
various use cases
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1.2. Example of Al use in Industry: IFOA Thematic Review

Increasing
capacity and Applications are
availability of data expanding
science and Al beyond Gl pricing
tools contribute to info other
a rapidly evolving traditional areas
environment

High levels of Organisations
regulatory activity There is arisk that prioritising specific
continue, with specific standards skill sets may affect
more formal may quickly the demand for
regulations become outdated actuaries in
expected in 2024 certain roles

The underlying
Actuaries are Actuari Maintaining A balance is core curriculum
getting more ciuaries are suitable standards needed between includes relevant
involved in Al and and guidance for specific standards material for
data science the growing and amendments students and there
QCross various applications is to existing are lifelong
domains challenging guidance material learning
opportunities

WeltdaleRelaleRW|
continue to work
with data scientists
and other experts
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1.3. Al landscape: Themes in the news

Microsoft lays off team responsible for Regulation ‘critical’ to curb risk posed
ethical AI development by Al, boss of ChatGPT tells Congress

South Korea, U'f to co-host secor.1d Lawsuit claims UnitedHealth Al
global Al summit as boom fans risks wrongfully denies elderly extended care
Hope or horror? The great Al debate Humanity at risk from Al ‘race to the
dividing its pioneers bottom', says tech expert
In A.I Race, Microsoft and Google Car insurance quotes higher in
Choose Speed Over Caution ethnically diverse areas

It's not clear we can control it': what UK officials use Al to decide on issues

they said at the Bletchley Park Al from benefits to marriage licences

summit UK risks scandal over ‘bias’ in Al tools in
use across public sector

The Times Sues OpenAl and Microsoft
QOver A.lI. Use of Copyrighted Work

A\ actuartech



1.4. EU Al Regulation: The EU Al Act (AIA) Risk-based Approach

The AlA takes arisk-based approach, setting high standards for model governance.

AlA explicitly mentions all statistical, machine learning, and logic- and knowledge-based approaches in their definition of Al: It is
not limited to ML models, but may also apply to all models used by insurers, including simple regression models.

Unacceptable risk

Distorting human behaviour
Social scoring by public authorities
Real-time remote biometric identification

No obligation; systems with
uvnacceptable risks are banned

High risk

* Al systems that affect essential private and
public services and benefits e.g., credit
scoring

Extensive monitoring and evaluation

Limited risk

Chatbofts
Biometric categorization or emotion
recognifion

Transparency for the user and the
option to opt-out

Minimal risk

«  Spamfilters
* Al-enabled video games

Represent minimal or no risk to the
rights or safety of persons

Obligations include:

Risk management system
Technical documentation
User information

Human oversight
Robustness

Accuracy and validation
Transparency
Explainability

Monitoring

Conformity assessment
Monitoring

Registration

Figure 2: Summary of the EU Al Act Risk Tiering (Actuartech based on EY 2023)
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2. Key Findings from Research
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2.1. Al Risk Management and Regulation Themes

. . Bias, Discrimination, Individualisation of Public Interest, incl.
Ethical Risks and Fairness Risk Assessment Privacy

Transparency, Validation and
Replicability, and Governance, incl.
Reproducibility Accountability

Professional Explainability and
Challenges Interpretability

Organisational Wider Risks related
Strategy and to AGl and LLMs
Sustainability, incl. and threat to the
Prudential Risks profession

Wider Themes Lack of Skills

FRC research highlighted the following key risks:

Bias & discrimination, data concerns and an overreliance on data, and insufficient human-oversight.
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2.2. Example: Proxy Discrimination

Increased social complexity re protected features e.g. gender calls for more consideration around data collection and the

potential for proxy discrimination.

As models grow in complexity, they can capture proxies for missing features. This presents the issue of unforeseen discrimination
presented in model results. However, if the proxies are removed, the model may lose a lot of its predictive power, creating

model risk.

By balancing accuracy and outcomes for protected classes, models may achieve fairer outcomes. This however requires access

to the protected class, which presents further data governance considerations.

Covert, protected
features e.g. race

Premium

____________ ! Overt, non- : :
____________ profected features  |——» Risk Class : >
: Covert, non- I e.g. postal code : :

| : :
I pro-l-ec-l-ed feOTUres ------------------------------------------
| €.g. socio- f
I

economic class

Figure 3: An example showing how overt features could comprise covert features when determining a premium, where some covert

features could belong to a protected class.

How do we define fairness and acceptable levels of bias?
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2.3.

Example: Generative Al:

Example applications of LLMs within an actuarial context

LLMs are a class of Al models trained on large amounts of text data to ‘learn’ a topic and its language structure to mimic human text. They
are a class of generative models that can produce entirely new output based on input.

Examples applications of LLMs within an actuarial context include:

Reporting

Summarising documents for:
« Claims management, including adjusting and compliance
« Technical reports e.g. for underwriting purposes

+ |dentifying emerging risks (e.g. analysing scraped news results)

Assistance with:
+ Coding
+ Data cleaning and preparation
* Model development, interpretability, and explainability

Identifying direct applications: Technical assessment

s Data type

% Nature of task (e.g. complex pattern recognition or
generating new content)

% Benefit (accuracy, efficiency) vs cost analysis
(implementation, maintenance)

% Resource requirement and availability

K/ K/
0‘0 0‘0

K/
0'0

K/
0‘0

K/
0‘0

K/
0‘0

Identifying direct applications: Risk assessment

Inherent bias

Ethical considerations

Interpretability requirement

Data leakage or unintentional memorisation
Variance in results

Frequency and severity of failures or model errors

Figure 4: Key considerations when assessing the suitability of an LLM
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2.4. Core Principles of Al Governance Frameworks

Accountability,
Transparency &
Traceability

Safety, Security &
Privacy

Explainability &
Interpretability

Human-centric:
Oversight & Robustness Fairness

Communication

Appropriate infrastructure and team structure

Build, measure, and evaluate iteratively and contfinuously

Figure 5: Core principles of Al governance frameworks.
For detailed frameworks, refer to Singapore’s Model Al Governance Framework, the Australian Actuaries Institute's Practical Framework for assessing Al models and
managingrisks, and the US National Institute of Standards and technology’s Al Risk Management Framework.

Consider how ML governance frameworks overlap with risk & actuarial frameworks, and how to
integrate them
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https://www.pdpc.gov.sg/help-and-resources/2020/01/model-ai-governance-framework
https://www.actuaries.digital/2019/10/10/how-can-model-governance-capture-value-from-ai-in-insurance/
https://www.actuaries.digital/2019/10/10/how-can-model-governance-capture-value-from-ai-in-insurance/
https://nvlpubs.nist.gov/nistpubs/ai/nist.ai.100-1.pdf

3. Conclusion
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3.1. What could the Journey forward look like?

Best
Practice
Guidelines

Regulatory &
Professional
Guidance

Education &
Upskilling

Individual
Responsibility

The industry may need to reach consensus regarding best and acceptable practices e.g. acceptable levels
of bias, the extent to which other experts could be relied on, etc., through initiatives such as repositories
and frameworks from professional and industry bodies.

Professional bodies may need to offer more detailed guidance and best practice recommendations.

Regulation may need to be considered in a way that avoid taking divergent paths and guidance notes
should offer clear interpretations and not lead to ambiguity.

Regulation could clarify different levels of risk for Al, provide clear guidelines on classifying models into
risk categories (not only high risk), and the regulatory requirements per category.

Upskilling and training could be offered as part of the qualifying process and incorporated into CPD.

The ethical considerations regarding Al and ML could be part of requisite examinations, with
additional (optional) specialisations offered in e.g. Data Science for Insurance.

The individual may need to become more invested in the new Al/ML landscape and ensure that
they incorporate techniques and guidelines from multiple expert sources into their everyday work. Actuaries
may need to:

+« emphasise transparency in processes and models;
* include explainability and interpretability as properties of our solution, particularly for black boxes; and
+ ensure bias and fairness is considered and adequately addressed within our solution.

In addition, these principles can be used to inform and enhance our governance and validation frameworks in
the context of Al/ML.
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3.2. An Approach to Al Governance & Risk Management

Culture, training, and
awareness

Employee fraining and

leadership programmes Operations and

Policies and procedures sustenance

Health checks, framework
implementation, and due
diligence

Description of how Al and Al
governance is embedded

Demonstrating

Strategy and framework accountability

Governance forum, ethical-by-
design approach, and impact
assessments

Strategy design and roadmap

Figure 6: Al governance considerations

How are you ensuring effective collaboration between different functions where they may be a slight
imbalance between conduct requirements from a professional perspective?
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Closing

For further questions, comments, or follow-up discussions, please contact us on
info@actuartech.com
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Al Regulatory and Professional Journey in the UK as an Example

* UK: Pro-innovation approach with principles and guidelines, including Al assurance guides and Foundation Model Taskforce
* Additional regulation around specific items e.g. data protection (GDPR), Equality Act

* Other legislation being developed and released in other countries e.g. EU Al Act

» Development of global Al Standards e.g. through DRCF, ISO/IEC DIS 42001, and Global Summit on Al Safety

» Additional guidelines from entities spanning across regions and industries e.g. from OECD and WEF

* Regulators per sector/industry are required to produce relevant regulation within the government’s high-level Al framework
* |nitial benefits, risks, and regulation presented in DP5/22 (PRA/FRC); Model risk management for banks in PS6/23 (PRA)
* The FCA and the Bank of England released updates on their approach to regulating Al in April 2024

* Whilst not Al-specific, existing guidance and legislation should be applied to Al e.g. FCA’s Consumer Duty, Insurance Act, etc.
» Guidelines released by EIOPA and ABI supporting the Industry’s use of Al; regulation from other countries e.g. from OSFI, CBI
* FRC's 2023 Research Report on the use of Al/ML for UK actuarial work

* Actuaries follow specific guidelines and standards from professional bodies e.g. the Actuaries’ Code from the IFOA.
Additional, non-mandatory governance includes:
* |FoA and RSS’s 2019 Guide for Ethical Data Science & Ethical and Professional Guidance on Data Science: A Guide for Members
* |FOA Al Ethics Risk Working Party’s 2023 risk taxonomy (in The Actuary)
* |[FOA’s 2024 Thematic Review on the use of data science and artificial intelligence techniques by actuaries
Profession * |AA Al Task Force established 2024 covering education, professionalism, innovation, the future actuary, and governance
* The concept of Al is fast developing: is there a need for dynamic guidance?

There are various societal and ethical elements the actuary needs to pay more attention to due to Al,
but regulation is not purely aligned on the various risks and how to address them (e.g. discrimination).
Is regulation and guidance sufficient and easily accessible for actuaries?
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Example: Proxy Discrimination
Other considerations

« How do we establish and implement appropriate frameworks* to address fairnesse
« How to balance fairness and accuracy with increasingly advanced and complex techniquese
« How does one define an acceptable level of bias?

« |sit not problematic to use simpler, more well-known techniques that may require
additional margins and increased prices due to low accuracy?

« The concept of Al is fast developing, perhaps there is a need for the profession to provide
more specific guidance?

* See the FEAT Fairness Principles Assessment Methodology developed by MAS, SwissRe, and Accenture (2022)
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Example: Generative Al
Building blocks of generative Al: The art of the possible
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See "The Modern Al Stack: Design Principles for the Future of Enterprise Al Architectures” published by Menlo Ventures for a more detailed discussion.
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https://menlovc.com/perspective/the-modern-ai-stack-design-principles-for-the-future-of-enterprise-ai-architectures/

(A)

Initial Considerations of Al Governance

Big Data and increased computing power has led to more awareness of analytical use-cases which can be employed through
Al and ML. This has raised several areas of consideration for actuaries:

+ Use of external databases

«  Working with other professions not used to the same level of professional standards
« Greater data protection considerations

« Increased awareness of potentially misleading results and hallucinations

Al systems are not independently thinking i.e. they require developers to train it, therefore validation and governance metrics
can be built into the system and the Al can be trained to be ethical and self-governed.*

However, accountability for Al systems should be established first.

FRC findings on governance:

* In many cases, organisations have not changed governance process as they were effective, but there were differences in
practice, especially with a shift in focus toward explainability

« Actuarial practitioners with the skills fo review Al/ML are in short supply
* Reproducibility is not viewed as a high priority
+ Explainability is key in the choice of modelling techniques

*See “"Can Al go to Jail2 — Consequences for the Corporate Governance'” by Peters and Van den Brink (2023).
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