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Agenda

Can You Afford Not To Invest In Cyber Security?

1. Cyber attacks can be sophisticated.

2. Financial implications are vast.

3. It's affecting people in the physical realm.







NotPetya had "negatively impacted third-quarter 
results, including an unfavorable revenue impact of 
approximately $135 million from lost sales and 
approximately $175 million in costs, spread across the 
cost of goods sold and the operating expense lines. 
We anticipate a similar impact to revenue and 
expenses in the fourth quarter, which is reflected in 
our updated guidance."

Merck CFO Robert Davis [Oct 2017]

https://www.techrepublic.com/article/notpetya-ransomware-outbreak-cost-merck-more-than-300m-per-quarter/



"Business volumes were negatively affected 
for a couple of weeks in July and as a 
consequence, our Q3 results will be 
impacted. We expect that the cyber-attack
will impact results negatively by $200-300m."

Mearsk [2017]

• Maersk is responsible for around 15 per cent of the world's entire 
shipping network.

• The company's entire network was down for days.

https://www.theregister.co.uk/2017/08/16/notpetya_ransomware_attack_cost_us_300m_says_shipping_giant_maersk/



“Operating results declined due to an 
estimated $300 million impact from the 
cyberattack, which was partially offset by the 
benefits from revenue growth, lower 
incentive compensation accruals and ongoing 
cost management initiatives.”

FEDEX [2017]

http://investors.fedex.com/news-and-events/investor-news/news-release-details/2017/FedEx-Corp-Reports-First-Quarter-Earnings/default.aspx



NotPetya Totals

• $10 billion Total damages from NotPetya, as 
estimated by the White House

• $870,000,000 Pharmaceutical company Merck

• $400,000,000 Delivery company FedEx (through 
European subsidiary TNT Express)

• $384,000,000 French construction company 
Saint-Gobain

https://www.wired.com/story/notpetya-cyberattack-ukraine-russia-code-crashed-the-world/
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FBI IC3: Most Financial Costly 
Complaints

• Business Email Compromise

• Romance or Confidence Fraud

• Investment Scams 

(incl Ponzi and Pyramid schemes)



IBM – 2019 Cost of a Data Breach Report







What Does Data Breaches Cost?



What Does Data Breaches Cost?
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https://www.engadget.com/2019/06/06/baltimore-ransomware-18-million-damages/



https://mayor.baltimorecity.gov/city-baltimore-faq





https://www.businessinsider.com.au/florida-city-paid-600k-hackers-shows-us-unprepared-for-threat-2019-6?r=US&IR=T
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Thank You


