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I ERM for fintech and disruption

Risk management firms in the era of grand technological promises
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n The beginnings of risk management were simple ... (A SOCIETY
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1000 years ago 1667 — introduction of fire insurance

1960s — fathers of risk management formalises
risk management

Robert Mehr and Bob Hedges, enumerated the following steps
for the risk management process:

* Identifying loss exposures
* Measuring loss exposures
* Manage or mitigate

*  Monitoring results

Fire to chase away animals — survival!

All images © of their respective owners
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n ... however ERM has become increasingly complex ... @SOCIETY

Complex Complicated

AT THE MOMENT |'M AFRAID WE
H;\rVE LE//QI/‘QNING DIFFICULTIES s

All images © of their respective owners
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Bl . cronew sk are emerging ! |2 SOCIETY

Damage to brand / reputation ‘ Damage to brand / reputation
Survey by Business interruption Economic slow down
AON: ) . : i
Third party liability Increasing competition
Top risks to Distribution or supply chain failure Failure to innovate
businesses Market environment Cybercrime
Regulatory change risk # Regulatory change risk
Failure to attract and retain talent # Failure to attract and retain talent
Market risk Political risks
Physical damage Commodity price risks
Failure of disaster recovery plan Disruptive technologies
2007 2020
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— MY STARTUP ISSO
) o | / DISRUPTIVE, WE.
Is it needed * DISRUPTIVELY DISRUPT

EL é é OTHER DISRUPTORS.

Is it new ?

® marketoonist.com
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So what can the past teach us ?
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Innovation sometimes makes everyone worse-off
(at least in the short term)

10

-10

-15

-20

-25

Industry UW profits

1960

1965

1970
1975

Tariff collapse

V&G insolvent

All images © of their respective owners

Example 1: Core risks
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Rapid expansion can leave you vulnerable Example 2: Business risks

Ne

All images © of their respective owners
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I n So what can the past teach

Watch for the human in the middle

SEC Charges Theranos CEO Elizabeth Holmes
With Fraud

Silicon Valley’s first female billionaire startup founder gives up control of her company as part of settlement
with regulators

All images © of their respective owners
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ACTUARIAL
n So what can the past teach us ? w;_j‘gQ"Q'I.ETY

Rapid expansion can leave you feeling deflated

INAESYINS

When dealing with
the unknown first
seek to understand !
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n So what can the past teach us ? ‘~‘§9§H§TY

Innovation sometimes makes everyone worse-off Watch for the human in the middle
Scissors beats paper ...

prioritise risk culture !

W Profte

SEC Charges Theranos ilizabeth Holmes
With F

= frst femaie bionsn

ERM should be rooted
in fundamentals !
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Don’t lose sight
of the
fundamentals

All images © of their respective owners
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m Some enablers of innovation relevant to insurers @§QQF{ETY

Machine learning / Al Big data Blockchain (not cryptos)

THIS oNLY TELLS
ME IF THEY WERE
NAUGHTY oR NICE!
WHERE’'S THE
BIG DATA!

© D.Fletcher for CloudTweaks.com

All images © of their respective owners

I - ACTUARIAL SOCIETY 2018 CONVENTION | 24 -25 OCTOBER 2018




m Machine learning is great, but which algorithm to use?

#/ near

Fast training,
Fast training
Fast trainin

o

Two-class averaged

perceptron ‘ﬁ
Two-class logis

regr
Two-clas
m
Two-clas
for

Two-class boosted

Google

All images © of their respective owners

Clustering

“PaiyPal

i Multiclass classification (3 or more categories)
Multiclass logistic

K-means Linear, fast training .
regression
....................................................... Accuracy, long training Multiclass neural
Discovering time network
structure Multiclass decision

Accuracy, fast-training forest

Accura | ulticlass decision
memory ootr: Ces jungle

Similar to two-class

Finding unusual _ 1
data points Multiple =% ®

category _ i
prediction J

One-vs-all multiclass

Predict ¥ . .
: o Ieg a a>|sson regression
®
Fast forest quartile
I_ ®

Which
algorithms
can be used?

Predictingptribu ion .
atience=

Value . . .
. Linear, fast training Linear regression
prediction
Category B i
L . ayesian linear
prediction Small datasets, linear i .
regression
........................................................... Accuracy’ |0ng training Neural network
Regression time regression
Data in rank ordered L Decision forest
. Accuracy, fast-training .
categories regression

Boosted decision tree

Accuracy, fast-training regression

Ordinal regression

. “AlgoritAims
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u Machine learning is great, but how to be sure ? (A SOCIETY

amazon ~—

>

Applied to ML/AI
models, the
validation method
used consists of 2
parts —

conceptual validation

and performance
validation

All images © of their respective owners
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esma i o L
AUTHORITY Q|DI:]5

3Vs »

Volume - Velocity - Variety

All images © of their respective owners
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When is blockchain
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really useful? (2) SOCIETY
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Conceptual funnel

[v] Data structured in time
chain

[] Data distributed across
players

[/] No trust, but data inputs
are trusted

Data verification more
important than the data
itself

http://banknxt.com/59140/blockchain-right-solution/

Operational funnel

Execution options

Permissions
= With whom?
= What? = First mover

= Platform
=  Standards

=  Fast follower

, = |ndifferent
=  Network design

=  Automation design
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Countries that Give Their Internet
Users the and

Amounts of Freedom ©!

These countries have been found to offer the least and most amount
on the net (based on a scale of 1to 100 with 1 being the best and 100

" BANK FOR
INTERMATICH
" SETTLEMENT

Vietna

Saudi Arabi
Bahrain
Pakistan J¢ €9

©_ *North Korea, which has its own internet consisting of .
in the Freedomhouse.org rankings but would likely top the list,
of freedom if it were.

S
o
r
. South ATTea = Australia

All images © of their respective owners
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Underwriting cyber risk is becoming a big business!
Underwriting cyber risk

16 .
. comes with its own
12 -*-' challenges

10 .

ot" 1. Patchy historical data

makes pricing tricky

e R (N R SO = T & s
»
-

2. And, the policy terms for

2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 cover are at their

Cyber risk gross written premiums (USD) )
infancy

Source: Allianz SE, Allied Market Research, IIF
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“Culture eats strategy for ... But how do you manage ... and what is a good
breakfast” .... it? ... culture

Peter Drucker

. Structures
v Operational enablement

All images © of their respective owners
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1 MADE A FELWJ NOW IF IT FAILS
TWEAKS TO YOUR IT LWAS YOUR IDEA,
1DEA. AND IF IT WORKS I

CAN CLAIM CREDIT.

Dilbertcom  DilbenCanoomnsbfigmail. com
-4 o2l Scof Ademi. InC. Tl by Univeril Usits

The right culture is harder to buy than ideas and technology
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UW Profit%

Business risks

MANAGEMENT

CONTROL

¥ Elizabeth Holmes
aud

Silicon Valley’s first female billionaire startup founder gives up control of her company as part of settlement
with regulators

All images © of their respective owners
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m So fear not... back to ERM as usual

Don't

PANIG\ u m‘]

k , BUSINESS AS USUAL

81 ek o

All images © of their respective owners
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v % Ot e wOTEiel w M) aee,
Z ~A (q‘)l \,_ - | LA =
" oe ‘_: ¢ 43209 9 s

(.u p\ ‘(:\Ax CZOIG‘D

[“/- d< = (opifal Requirement

"Now that's what | call an improved Capital Framework!"

All images © of their respective owners
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